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220... TERMINAL OR SERVER 
310... TERMINAL OR SERVER 
10... RELAY DEVICE 
11... WAN INTERFACE UNIT 
12... LAN INTERFACE UNIT 



13... ACCESS CONTROL UNIT 
15... AUTHENTICATION UNIT 
16... DATABASE UNIT 
14... ADDRESS CONVERSION UNIT 



(57) Abstract: According to the conventional 
address conversion technique, between 
terminals not compatible with encapsulation, 
only one terminal can be correlated to one 
port number and a plurality of terminal 
devices cannot be accessed by the same port 
number. In the present invention, accoiding 
to an access control rule defined for each 
device of the packet transmission source or 
transmission source network, access ftom a 
global networic to a private network is limited. 
Moreover, accoiding to an address conversion 
rule defined for each transmission source 
device, address conversion is performed 
and communication is performed with the 
global network and the private network. 
Moreover, when a connection request is made 
by the global network and authentication is 
successful, an access control rule is defined 
for each transmission source device or 
each transmission source network and an 
address conversion rule is defined for each 
transmission source device and recorded. 
When the communication is complete, the 
access control rule and the address conversion 
rule are deleted. 
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m m w 

[0002] m^X*). ^^-^<y^^^yhU-^t^y^^^\^:^^y}.r^^^t<Dm. 'm^\t^l^'^'- 
^-yVtS:if (DJXmmmm (wan: wide Area Network) t^—^^^yV {^mmm m<D 
n-^/Va^^JT^vVV-^ (LAN) t(Om\zmm^t^. '^ANii^hl.ANp^a^m^mU 

d^^i^n-/VWPTKW>^(c^mt-5:it(cJ;0.LANP*9<D:/^'r-<-hTK^>^L;&^ 
Wfz.fii\ ^W^(DmM^mti^ 1 / VWPTKw;^^*;^L-CWAN(CTi^-fe>^ 

'e#SJ;5{C«TKW>^^mS^ff (NAT(Network Address Translation) S^I5) ;5S^;5 

^>y^U ^^^tv:rc-fe=¥;=.y7^^7Ky^y-fc:tJeoTf^pT$tifc^>°^5'h(D^LANrt{c 

[0003] ^^(OT\^u^m^misxn.. ^yvmt^hcDT^-tp^^^ tcp ( 

Transmission Control Protocol) ^fcf^UDP (User Datagram Protocol) <DJK—h#-^ 
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^Zh^^X-^/j:\\ '0«J;t}^http (Hyper Text Transport Protocol) (T^y^^^j-^Wh^K—h 

UDP-Cfi/^V -ynh=i,>X. :r^^hm^^^m^. ^il^tO^^ (iPsec (Security 
Architecture for Internet Protocol) ^ICMP (Internet Control Message Protocol)^ 

M^M^ir^fcib^ IPsec(Dx-?'*r2/h^UDP(^^-?^5;h{j:;3&:/-fe/HkL,T3^5J;5 (CL 
:^^i$^S^&-c?f*, iPsecii^S:fT5^;^t?UDP^^^>jyh-^(D;^^i?/Hb{c>^;^;bT 

«:^jffi#oiD (!is'jft#) mmm(Dm^ mni.tz\, ^r^^^^^tx^x e 

B(^IPTKlx;:^^7K-h#-^^U?Ti5'-fe;^<D;fB^^(DlPTKU';^^7jf-h##;0S^* 
[0005] ^»-^^900}i^{tbyb^EEfe^(C*j-i-5«||iE^fTV ^ISEfC-a'^&i-nfi . ^ 

:7WTi>^-/i.^g9ooij:feMi-^„ :ggoT. ^(D^m-bm^mm^mM2 
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#fF:SCifel :#IB2002- 185517-i-<^^ 
#fF:fi:i^ : 2002 - 232450-^1^^ 
#^:ft:ife3 : 2003 - 1 32020^<2:# 

[0006] m^<DTh*u::^mm^mx-ii. ;^:^ir/Wb{i^j^:bTV ^/^v ^«^rB1Ti^ . i-d(D^ 
[0007] ^^PjTi*. THv;^|gmS^(cigb-Cfi. ;^7:/-fe:/Hb(cmbTVN/^v>C7|5^-e 
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[0009] ^X:^-^VU:^^yh^-^m:^^h<DT^±:z.^^lZMl.Xn. y^^^^^^^i^^ 

^^^^-h^^yhl7-mt-^<DT^±:^m^izMl.Xi^.y''-^^^y^mzmm 

■^^Um;v--;v(07f,\z.mm\.xyr^r^^--;v-)smhrr^. ^h\z.^ yr^r^*- 
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[0013] mimM<D-7T-cT^:t-/i^m^nm'r^fcib(D^>'^TJ>.mm^^^mo 
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i^nmmm2x\mi(D^mmmnzmm'f'^Th^up^^wi^^^\y^^'rmo 
mi2mmm2x\ m2(D^mmmicmM'r^Th^u^m^/^^-/i^^^'rmo 
mi3mmm2x. m2(D^mmmi^mair^Ti!^±::^mm^i^-/i^^^'rmo 

im9mmm3<Dmmf-'-^'^7:)^mM^^ib^T^±:^mm^i^—/^^^^'rmo 
im2ommm3(Dmm-^—^'i7(i^m\i^Mib^Th*u:p^^^/u^/u^m'rmo 
i^2immm3X(DT^±p.mm/i^-^^mm^^(DT^±y^um'r-^^u^mi-mo 

m22mmm4<DTyn^:^mmmm(Dmmmf^m^m'rmo 

m24immm4<DTh^u:^^my'-^/>(Di^mv^m^^-rmo 

im25mmm4(DTh^u:^^^/u^/u^M\^^(DT}<'uy^mmy'—y^i^^^'rmo 

i.m26mmm(DTh^u::^mmmmi(Dmmmm^x(D^m:^v2-^^^mo 

m27mmm4(DTh-u:^mmmm(Dmmmm^(Dfiiim:7vi^^^-rmo 

m28-]yr-CT^:t-/i'mm<Dmmmmm^^'rmo 

m29']:7T-(r^::i—/]^mm(Diiim:7n—^^i-mo 
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immmii 

N(Wide Area f^et^vo^k))200t<D^<^^yh(D^^iB^ff^WAN4>^--^zI:i--::^Ul 
It^ l^AN300t(D^<^y}><Dm^m^mLAN-(>^—'7:i^—^Ml2t. WAN-TV 

[0015] :L(D^mmmioi^. 'r^-^^ummm{-7r-(Tr^^-jvwm^mx.xm. 
>'^-y^-:mi2^^\^xi.Aiim\z.m.mir^t^^^^L.x\^^, 

IEI3{^:*5V^T, ry— p^iPTHV;^j(Z)^j{i, WAN-r>'i5'-:7a.— ^§pii-T?^fiLfc 
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[0016] r::/nh=iyv^ y-^^-h#-^j&u?r:7^nh3/v, 7^w'^7^^^-i/3:^xjf-h 

;65riii. 111. 111. 2jT*^o^nh3/V^;5Srhttp(HyperText Transport Protocol 
^ (Transmission Control Protocol) 80) J -eab-S/-?-^--/^}*, LANffil|{C)^ 

it^f\^:z.h^mJX\ >S (iijg : accept) » 
[0017] IEl3(^2fT@Ti*. illft5cIPTHV;^;6Sri23. 123. 123. 1JT% ^^IP 

THV^;JSriii. 111. 111. 2J t?j{»^o:7'i:ih=i/l^^;asrsSH (Secure Shell. '0SI;t(iT 
CP22)j-efc5^N-<Jr5/hf*, LANffi!|fCi^$tV, SfrSTi*. ^T(Dy>'^>jyh;JS^^$ 

[0018] "^i^^giofi, 7^-i5^-<-;^§|3i6}r, l2l4{c:^-rj;9^.eTHVp^^^x-://^^IS 
^bTV^'5o TKw;5^^|feg|Sl4«, WAN-f>'iJ''— ^'ai— ;^g|Jll-t?^-ftU T^^:^m 

•:fMz.m^\^X^ LANO|^gR<^IPTKl/;:^{C^mbT. LAN^>'i5'-:7a.-^g|3l2 

^ti. LAN-r>'iJ'-:7^-;^g|J12-e^ftby5:^N°<Jr5,h(Dy-j;^IPTKl^^^, WAN 
<^IPTKl^^(>/n-/VVTKU;:^) KmmL.XTt!^±:^mmMl3{zmt}'r?>o 
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[0020] mx.it^ m4(Dmnn. mmmpT}^'u:;^izmmti:<. ^^iPTh^up^T^^mi. i 

11. 111. 2jT*d^o^3fe^-h#-^;5SrTCP80(http)j-e*>SxN'-ir5/h(^,^^IPT 
Ki/;^^ri92. 168. 100. 5J^^:«t#^^,^^,^^JK-^#^W:^<^*^T'LAN{Hll 

ia4<©2ffS«. i^ft7nIPTKV;^;5Sri23. 123. 123. UTf. ^^IPTKW;^;&sri 
11. 111. 111. 2j-ed^o^:5fcxK-h#-^;(>srTCP22(SSH)jT'fe§^N°-^5/hfi,^ 
^IPTKW;^^ri92. 168. 100. 5j(C#t#x.e>tV.^3fe3K-h#^{^^0«-e 

[0021] ^<^J;5(c^^i-5^i:T% WANm^^h(D!l^m^-h^(DT^^:^^ ^fcii^-h^ 
5o ff'i^^glOf*, LANF^(D$S7f5d^^Oii{ti|^*fe«WAN#jO$S7t5;6^fe<?D^ 
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[0022] m^^m^^xmnirh. Ti7^:^umm3\t. s^g<?D^a-^vwT 

Kl^>^Ohttps(HyperText Transfer Protocol Security) <^T^-fe^M^^^-^r-/h^, 
(Secure Socket Layer) -fe5/iy3>'(0?ift3i:^fT5(^7"2/:7'S2)o "^^y^^Bl^ttlEm^m. 

:/s3)o m^. ^-'f<Dmm^mfc}i>iz^ ^-if <^»jff #i^^^!7-K^A^$ 

^i^xmmi-^ (^v^5/:7"S4)„ 

[0023] T^±:^mmm3tt. m^yc(Dm^^-ib. m^^t^tifc::^-^(Dmmmty<:^ 
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[0025] ^Jx.fi. 3^ft7ClPTKl^;^riii. 222. 234. 123j(DdS^7N;6^^>Ohttps(DTi^-fe^ 
^^^■?'5r5/h(Cj;«5.^5feIPTKlx;?^riii. m. m. 2j.a5^:iK-h#-^rTCP22 
j(©/-?>«r5.h(D^^IPrKl^>^?r. l^lF|5lPTKW::^ri92. 168. 100. 4j{e:###;t§ 

. TKi^:^^m7^-://W{t. Ill7{c^-t-j;5{;i. ig4<^7"-://K7)-#_h<;5fTlc. http 
[0026] )|^fi7nIPTKl/;^riii. 222. 234. 123J. ^^IPTpV^rm. n 

1. 111. 2j^^^^—h^^ncp22j(D^<^-/hn.T^±y<.mm'^i3^mi^'t^ 

o ^tc. TKl^^^ia§|5l4-e9Q3felPTK^;:^^192. 168. 100. 4lC«t#x.^tbTL 
AN{5:)||fi$tv5o ^tl^^(Dmi^7ClPT}^U:^<Dm^^—hm^7!)t rTCP22j (Dy< 

[0027] ^^xit^ ^im^nfcHTMLyr4j\^^m^i[:i.xmmir:5^t{^X<0. m^^tifc 
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[0028] ^i^s«io(DTi^-fe^$ij^^giJi3f*, m%^i:(D^<^vv^^'m\jtM^^ mm^ 

15)o TKi^x^^|feg|514f*, Ji«<^J^TOii^^^{tSi:. m<oXo\zm^m^fz.y^ 
-://vtr. lll4C»J:5>fc7c04^^(cM-f (;^7^5/>^S 16)„ 
[0029] ±M<oXo\z.^ ^^iS^J-ef^, >^-^iPTKV;^^^^L/cTi5^-fe;=^ai»i.^7i.^T 

-/K^ii^^^(t#(tSJ;5fCLfc:dS, http-^SIP (Session Initiation Protocol) 

[0030] mmmi 
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[0032] mMAlOm. ^^Vk.UTML7r^;V^^mL,X {:P^TyZ^S23) . mm^iCT^ 

P^192. 168. 100. 2^. :7'cih=i/vi:LTIPsec;0SA;^$n5o iiSg7|5410af*. 
^^/c:/^-r-<-I>TK^;^i::/^^3/^^0^Ol^Ii^^g I0a(c)^'fat--5o 

^glOb(7>IPTKl/:^lll. 222. 234. 123)^ry^^iprKW'^J. IPsec^r:7'nh 
=^/P.y-;^7K-h#^J, ^mm(D^vi'-yVi.Th^u:^211. 250. 250. IOO^Ft' 

^L^iaiO(C^'t-T>^-fe:^^J^^/l.-/l.^ii;l,pi-;5^ -^f^^ httpsOTi^-fe^S^xN'^ 
^'hoailftTnlPTKl^^Srry— ;^IPTKV><.j, g^gOi^n— /VVTHV;??.211. 25 
0. 250. 100^ry^^^x^j^-i>'3>'IPTKU';;^jaPsec<Srr7'nh3yV,7'^;?^7-^^ 
-i^3:/jK-h#^j. 192. 168. 100. 2^r|^|fpiPTKl^;;^J^LfcElll{;i^-rTK 

[0033] ^S7fe410a;6S, «:UJ<^IPsec^N°<5r5,h^^2(75nfii^^«10b}^)^ftt-5^. ^20^. 

li^©10b(DTKU;^^i^|f|5l4fi,IPseciiff(Cili-^TKW^|g^/^-/l.;6STKl^ 
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[0034] ^(^^# f-^5fi:-rSTK w;^^t^/i.^/i.:as4tt{ttT.tf . ^^iPTKi^;^^ ry~;;^lP 
TKw::^j. g ^M<7)IPTKl^P^ (CKD^^a^, 111. 222. 234. 123)^ry'^;^x^^- 
i^3>'IPTKW;^j, IPsecSrr:/nh=i/l., 7'^;;^7^^;^;^.>3^_j.||^j ^ i^ftjcIP 
TKW;^(^<^#^, 192. 168. 20. 2)^rF*3§piPTHV;^J^Lfc012{C^i-TKV 
^^^/V-/V^iiAPt-So ^fc. T^-fe;^$lJ^^gpi3lC, )tfB7nIPTKl^^;&S211. 25 
0. 250. 100T?.^^IPTKl^;5^:6Slll. 222. 234. 123(DIPsecy<^ryh(Dmm^ 

[0035] rvu:^mm!>iA\^^T^-^:^mmui3(DT^^p.um;v-;v<Dmmfs^i:>^^^ 
1. 222. 234. i23)Km^Wi:^.m^m^t^^<'^^yh^T-i7±:p^mmm3m^x-m 

^^t-T-rs (;^v^5':/S30) o 
[0036] ^l(Dtf3^^giOaOTi^-fe:;^^J|^f|513{i. iifti^T<Ox^->-5/h<?[>^'ft. «7fe410 

— /v^^iJ^-fSo */c. TKi/;^^|^§|5i4(cy— ^iPTHV;^iii. 222. 234. 123 
.v'^:^'r^:^-i^3>lPTVu::^211. 250. 250. 100. :/nh3/WPsec<Oii{t>6S 
^TLfcrir^ii^-rs^ TKw>^^mSPl4f*, iift©i^T<^3l^?r^{tSi:. Elll 
{3:^Lfc:TKw;^^ja/^~/v^iJ^-t-§ (;^7"iy>^S32) „ 
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[0037] $^2<D<^mmmioh(DT^±p.mmm3i^^ miwr(Dy<^^yh(D^im. ^mio 

-/V'^SiJ^i-So *:fe.TKi^^^m§Pi4(e:y~xiPTKw;5^2ii. 250. 250. lOO 

.7=V;^7^^^-i/3>'IPTKl^;:^lll. 222. 234. 123. 7°nh=3/WPsec(??ili-ft;6S 

K^\^fcrh'^^Ps^^V'—/u^wmi-^ (;^x5/:/S34) » 

[0038] ±m(oxoic^ >i^mmmx-fi. y-^iPTh*u;^^^mi.fcT^±p^mm/i--/i^tT 

^ife/v-/vSr^®:i-5ri:te<^lPsec3i^^SrfT5rt/i>5T'^§o 

/V^iliPLfc^S^ IKE (Internet Key Exchange) (DM^<D^<^^yh^j:^ 

[0039] immms'] 

[0040] El i4i^wAi^±(Dmu-^-y<^m\.^tcm^(D^mmm<Dmmmm.m^^'rmx 

fcSo Iili4(^i'#i^g20}i, >f>'i5'-^5/h/.eif(DX6:*igiiftjBg(wAN) icmu^ti. 



wo 2005/101217 



16 



PCT/JP2005/007254 



<^^^&wmmm2omm^m>(>'^-z^:^^;^moumu^-^<ioo(Dm 
[0041] ^mmmon. ^T-^T^±-7mm^mx.x\, r^^^m^ 

«^!lxLf^. igi5(Dltti-e{*, illftTnlPTKw;^, 5!K-h#-^im#/^<, ^^feiPTK 
W:^;6Sri23. 123. 123. 123jT?.;&*0^nh3/1.^35Srhttps(HyperText Transfer 
Protocol Security, m^\tTCVAAZ) \Xib^^^^yVn.^ LAN{ftiJ(Cat'ft$tt'5 (iiiig 
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: accept) o 

[0043] mmz. |gI1502tTS-Cfi. allfB7nIPTKl-^;6Sr2U. 250. 250. lOOjT. ^5fe 
IPTKl^;x^sri23. 123. 123. 123j-^. ;6.o:^nh=/l.^;i)SrsSH(Secure SheU. 

[0044] */c. ^mmm2o\^. y'-^^-p^meiz^ mmc^-rTh-up^mmy^-y/v^ 

|g|l6{;i*3V>T. ^y-:^iPTh'\^:^i(Dmi^. WAN-r>'i5'-:7^-;^$pii-e^-ftL 
i/3:^jK— h#-^j o^jfi, WAN-f :73i— j^^lfpi i-e^-ftLfc^-5-^5^ 

rf^g|5IPTKW;^J<O^J{i, WAN-Ti^^— :7ai-;;^glJllT*SftUfc/^-^r5,b(D)t 
TKi^:^{c^^t-§LAN<^7^^'f-<-hTHV:x^^U r:7'nh3/i.^tj:jK-h#-i-j 

[0045] m^it. mi6(DinBxit. mm7tiPTh^u:p^izmwj:<. ^mPTh-u^i^tri23 

. 123. 123. 123j-ed^o^^7jf-h#-^;JsrTCP443(https)j-efeS^'?^5/h«, 
^5felPTKU;^^ri92. 168. 100. 5j{C«##;tP>tL.^^7K-|>#-^tt^(D^* 
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mmi^. mi6(D2n^-ci-i. iiifa7ciPTKw;^;dsr2ii. 250. 250. ioojt% 

IPTKlx;^;6Sri23. 123. 123. 123J-^^^o^^7^?^^§-^J0S^TCP22(SSH) JT- 
fcS^^<Jr5.h{*,^^IPTKu;p^S:ri92. 168. 100. 5j ^^feTK^h 

[0046] ^(DJ;5{c^^i-5^i:-e. WAN{B!l;e)-b<D#^xK-h-^(?DTi^-fe;;^, *fcfi;J^-h:Sr 

^fc. Ig|16(C^L>^c4^t^?*, ^«^^^(a^tft'0«^;^Sda|v^:|^^)X*^§, LAN 

ANrt-^(D/-?>5r5,^(0;etv^'n<^TKl^>^;dS|^16©7^-:://P{CtJeoT^m^ j^>ft 

[0047] iai7{^^>'^-^^>h±(DmiiEi^^x<i:^^jS.ytLANJi0^g^^i^^^^i:<7)«^ 
^-T^i-o ^i^^g20fi. LAN300(C^^$tL. LAN300{Cf*«*310a. 310b^ 
t;?i^— ^^311a, 311b;&sa|^$;^^-cv^S„ ^i^^g20«. -l'Vi5^-^5/h200±om 

^liEf— xnoo«. ^*»e20{;iTi5^-fe;^prt6jfc^-ifmiiEi-s^cje>©^iiEff 

i-5o 
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[0048] ^«J^^^.^>'^-^lX^200±(DC5fe220ai:1^^x^3l^ai:OP^T'ii^tb^cV^#^ 

^> ^Wmm20\ZWi^-^^, m^\t. ^^220sit^h^-^^311s,^(Dh.ttvT^±y^ 
0;^fFRri-§»^, ^iE1^w^lOO{^. Ell9{C^i-SiSg^220a(DTKV^(lll. 22 
2. 234. 123)^j||{t7niLThttpTi^-fe^^fFBri-STi!'-fe;5^$lJ|i^/W— /VO^j^^ 
. m20\Z.7?^irmi^220a(OTh*\yMlll. 222. 234. 123);aS5||ft5cCOhttp<?!)^>-^ 
^yV(Dmt%^.-^-^<31l3,<DTVUMl92. 168. 100. 4) {C^M-r-STHV;;^^ 

[0050] 4'i^^m2O(DTi^-fe>^©J^^la523fS,^iEi^-xnOO>0*^<7)Ti5^-fe;^$IJ^$/V~^^ 
(DTh-l-:^mmT-yMzmu^:S> (::^y^^yzf m^it. ±37E(D«*220a;e.^^ 

^^3iia--<^httpTi^-t;:^^wnr-rs#^. mi5(DTii7±^umT-y'Mm 
i9<DT^±y^mm^^-/\^^mau T^-^:^umT—:f;v^m2i<Dx.o\z.^^^ 

. mQ(DTV^^:;^^Wr-zr/v\zm20<DTVu:^^^v^;vitmMl.^ Th*u^mm 
y'—zf;v^m22(DX^\z.^^^ 



wo 2005/101217 



20 



PCT/JP2005/007254 



[0051] T^-^:^um/i^-j^Rxj^Th^u^^^;v--;}.(Dma7imi^:bt.T^±y^mmm3 
:^^mmmti.xmm^?>o 

[0053] ^iiEi^wnoo}^. mmmTm^^^m-r^t. mmi^Tm^(Dmmjt<DT¥u 

nmrn^^^m-r^t. ^mutT^±::^um/^—^y^%'f—^^--:m26(Dr^'^ 
^m^2A\t. T^-^^umu2zt^hT¥u:^^^v—jv(DW\wmik^^n^t. m 



wo 2005/101217 



PCT/JP2005/007254 



21 



[0054] roj;5(cLT. ^—^^^hcDmmmrm^i^xK). ^mmm20(DT^±^um'T 

V\ Mi^Ei^—^^100tbTSIP (Session Initiation Protocol) f-w^:S:^V>-Ob J: 

[0056] Lmmm4i 

[0057] 7"-i?-<-;^g|J33«, rh'i^^^mT-zf/>%r^ijTh*u:^mm(Dtzif>(Dy-^, 
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Sis L/c^N°^5/h(Di^{t7nIPTKl/^§r^LTV (fcfcU Tanyj OJ^^fi-fiES^T 

[0058] t-Jfe^p-^. TKlx;x;|g|%gP34{^^ WAN-r>'i5^-:7ai->^g|5l l-T?^ftL^C/^•-5r2/^{^: 

MU ^^IPTKlx;^SrLANt^<7>IPTKw;5<.(|^gpiPTKw;=<:) {c^mu. LAN^^>5^ 
— ^^^^^ 1 2Sri/M^TLAN#J {Cli^ft-rSo 

^J^f^. Iil24(Dm@-et*, i^{t5tIPTK^;:^{C|i#/^<, ^3feIPTKl-'><.;0Sri23 
. 123. 123. 123j-T?d^o^5fe3!K— h#^dSrTCP443(https)j-e*>S^^-ys/hf*, 
^^IPTKl/>^*sri92. 168. 100. 5j(;i«:##;t^,H.$5^7K-h#-^{i^O:S^ 
-eLAN{RiJ{Ci||ft$n'5o 

[0059] mm\z.. m24<D2n @ -ef*. mm7uiPTh'u:^{zmmf3:<. ^^iPTKi^^;6sri23 

. 123. 123. 123j-C;6*o^^:!K^h#-^;5SrTCP22(SSH)j-efc5/N-^5/h«:.^ 
5feIPTK^>^;dSri92. 168. 100. 5j{C:i:t#x:^>tb. ^^xK-h#^(t^(D*« 
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135 1 l^i^hL-rWAN{aiJ{Ca^mi-'5o 

mmnmr-t^o m-h. 11124. iii25<DTHv;?^^m7'-://i^-e«, ±<Dni^m^^ 

g<^IPTKi/;^i:LTSeitL(><^7^5/^S62) . ^-if omiiEtCig^^^/^^— if (^Dfl^iJtf 
#S.U^^^;^r7—K^A;^$-tirSfc4?)OHTML (Hyper Text Markup Language) ^'r-l' 

S(x^7"2/:/S63)o 

[0062] TKl/;^^^^a534f*.Ti^-fe^^^5n(^d^^igg220;a^^^-if(D!g^m#^tJ? 
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[0063] TK^:^^m§u34«. mmfummssib^hmmEmtr^in'r^t, r^^y^\jrz.\ 

[0064] ^Jx.}*. http(DT^-fe>^^^>'^^5/h<7)5^{t^IPTKW>?.;ei3riii. 222. 234. 123 
\.^%TPrY\^7.m\2Z. 123. 123. 123j, h#-^;0SrTCP22j(?D^-?-ir5. 

b<D^^iPTKw;^^, f^§|SiPTKi^;^ri92. 168. 100. 4j(j:#t#x.5J;p{cf -5 

imtTnlPTKl^J^dSriii. 222. 234. 123J. aS^jK— h#-^;&srTCP 
22j<D/^'Jr5/h{^,^3felPTKW;^;55ri92. 168. 100. 4J lC||^##;te>tLTLAN(c: 

a^fs ^f\.'i>k^(DWm7t\VTV^^(r>'^%i!^—Y^^i)% rTCP22j (r>^^^-yV\^ 
.^5feIPTKWP^;iSri92. 168. 100. 5J lC#t#x.e>n-CLAN}C3^{t$tv5J;5{C 

. li^ei0a(j:T^-fe^i-S;feJt)<;57'i3^9A/5Sffij?>ji^ti/TV ^5„ 
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[0066] TVU:^mm^V^^l^(Dm^'^. TKl/^^m§P34fi . WAl^^^^^-^^^p.^ 1 

7^5/:/S72, ;^7^y::/S74)^. ^«^F^§PiPTKi/j^{cj;9ttf|BTKi^>^^^7^-:^/i.^ 

5r^fii-5 (;^^5/:/S73) lll25<Dj;5(^»##^e>tbTV ^fcTKV><.^^^— :/ 
/V/&^e>. iiAP$tVTV>ytTKV;^I^^/W—/l^^glJ^b(^7^5/:/S79). m24(D^m^ 

^-SfJ^(Di^-/^-x^^9^{tfct).>^^-^#-^oMv^>^^^3/^T'ty-;=^IPTK^^ 
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[0069] /^^b\ ^mmm-^lt. ii^M^-hTh'u:;^^mmm^(DT^±y^izhttp%:^^tc7iK h 
ttps-^elnet-^SIP (Session Initiation Protocol) ^^'teo-C^5j6^:it?7feV\ 

[0070] immmsi 

AN: Wide Area Network) 200{c:Mi^$tL, WAN200t<D^<^-yh(Dm^im^n^W 
AW>^—:7zi^^^^ lit, LAN300t(D^<^yh(Dm^m^n^L.AN'^l^i$f—:7zr, 

[0071] y'-^^-:^m8(DT:^±:^um'r-^/> (mM^Wy'-zf/u) 4Saizn. MSO 

TKw;^jo^J{i.WAN^>'^--:7a.-->^la5ll't?^ftLfcxN°^5'h(^)555felPTK^^ 
=»/^^lJ:j;t)^LTVN5)^^U r«jf^j(D^j{i, WAN-r:/i$^-:7a.-^gpii-e^>ft 
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[0072] tH^^ ^^'^'^^^^x T^-f^T"^-^— i/3>'7K— h#-^j(D^J-e^ffi$tvS^nh=./V:^ 

o 

;^^5rill. 111. 111. 2j-Cd-oaiS^:^f-h#-^;$srhttp (Hypertext Transport 
ProtocoU -^JX-f^TCP (Transmission Control Protocol) 80) J "e$>'5^'?^5/hfi^ LAN 
1 2 (C^i^^tl^ mm : accept) » 
[0073] ig30(^iii©^{tO2fT@-ef*. i^{t5nIPTKl/>«:;6Sri23. 123. 123. UT. ^ 
^IPTKl/;:^0±^a[^sriii. 111. lllj-Cd^o5S^jK-h#-^;d5rhttps( 
Hypertext Transfer Protocol Security, '^X.{iTCP443) J-efe^x-^^^-^^^hf^, LAN3 

(Dmx\^. m3o<Dmm^i^T-:f/>48BiizMu ±<Dm^^^^titc^iwxm 
[0074] m29hmmvxTi^±:^mmm6<DWii¥^M.t^mmm-r^o ^r^T^^-/u 

Bm40<DTVU:;^m(Dhttps<Dmi^^i^^mM^:^y<^yh^^m'r^t(P^y^y^S8 

Secure Socket Layer) ±iyi^3'y)(D^^t:±^yi^3:^j^^.^^:^4QcX^^ (y^V'iy 
>^S82)o ±-yi^3:^:dijEmm^^tin\i. -fes/i/a^fifestNFtc^^L/ca^ftTC^J 
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TML-yr^/v^^m^^tu m^7c(Dmm^if^^22oizwAN^:y^-^zr.-y^mi 
^^i^xmm-r^o ^(^M'Citm^7i.<Dmm^^^220(DiPTh'u^<Dmiz^ ^<d 

[0075] m^7zmm^mm220i)^^, ^^^\:^tiit::^'-'f<Dmmmmt^<^rp-\^'^^m 

. -i6:bTv^^^f^. miiE3E^€rT>^-fe;^^J#gP46{;ii^fti--5o -ifc-f-^^-lF^s;^^ 
i5'ir;?^$!J^gP46t;ii^ftt-'5o 

[0076] T^-^>^umuA6\^, mm.^mu47ii^hmmEn (-a-^^) sr^-ft^si: (>^x5/:/s 

5/^S89)o 

0iixL{i.^iiEE^i:/^ofciPTKi-x^ri23. 123. 111. i\(Dm^7tmm^mn2 

20{c:.IPTKl^;:^riii. m. m. 3J(D1^wM^J^^^LAN300^;I^i^$nfcWe 
(Dftp (File Transfer Protocol) ^OT^-fex^^fp Rr-^-S # 
-a-. l2l31}C;^t- ct5{C, |g|30<©iijgM^#^-y^/V28aO-#_hOtTfC, M^5cflJ 
ffl#ilS5|5220^tAVebf-~^<?3 10OTKU;^if rftf^j ;$S Fiiig J (DTi5^-fe:><>^J1i* 
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[0077] ^{C. T^±P^UmM46n. mm7!)^jEmX-h^t:i^t. Ti^-^^ib^ff-^^titi^t. 

mPTKi<-;^^7K-h#^).il^a:l^a(lPTKi-:^ri23. 123. in. ijo^Jffl#jiS8 
^220^.IPTKV^riii. 111. 111. 3j.^-h#^rftpj(Di^w^310^;OSilfi 

2Rxjp:^uM46d3x^mu m^^tmefx-m^^tu m^yLmm^^M22oiz 

[0078] mm^ii^^220Xit.^<D:7r4T^:t-7l^mm407i-hmm^tlftHTMI.^T^7l^ 

;i<^J;5{J:?fe:&bfc^lJffl#iiS7fe220^Webi^— /^310^(DSSL±:^yiy^>'ct^^C^3V^ 
v^5/>^S91) . f lJffl#SS7l5220;a^e)(^T^-fe>^©MS^MS^mg|546glt?:^ai't-5 

(DssL±-y->3>^m\.xmm^ii^m22o^mm-r^ {:^T^y^s93)o Md^mat. 
mx.\i^T<Dm^xh^„ 

[0079] (i)mm^mm^h(Dy<^yh<DmiiLf^m^fc^(Dh7\iy^ m^i£. mb/sj^^o 
•fe:?^^mgp46f*, ssL±>yi^3i^7^m^vx\ ^^mM7b^h<D^<^yh(Dmi^mm ^ 9 

(Dh'yU^y^^^mU •^-^^^:^tizh^^^Ctbmm^titch^}i^y^m^m^fch^}iy 
^f^m^l^tLt^i-i, 't<D-^-\fy^^m±l.tch9li^yi!^mfj:if^m^'r^HTML-^ 

r-(/v^. mm\:'Lx^m\mmm^22o\zmm'r^o mmmm^22ox\^. mm 
m^^^^i^.. ^<Dmm^^M220(Dmmmn^iEfj:T'^^y^i!Ath^^t^^^:Lt 
[0080] {2mm^m^22oi)>h. ^oflJffl#ffi^22o^^:fppr$tvTvv^v^i^-tf^^;I^f 
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[0081] (3) m~<Dmm^ii^^220^^h(D^r-(T^:i—7l^mm40^(Dhttps<DTt^±P^^ 

22oicmmir^o ^(^^ofm^m^^^m\.tcmm^^m22oxi^. mm^tittH 

±:^^n^mo ^^^yyS88Xmm^^^l.fj:iftH-£^ :^'ryyS96X±y-yal^m 
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[0084] &.±m^fzXo ic. ^(Dmm^n-n. httpso-feiyiy3i^i^-^cL~-r mm^) (Dm 

[0086] [Mwrn 

«^o^|Jffi#^S8*220^sg|^$t^.TV^5tt- S„ ^(D^-^. BmE^(;i. ^-if<Dfg^ 
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O 

[0087] m^it. ^^y^^-^2ioizmm^titzmm^{i^^(iPTh^u^7iti23. 123. m. 

0/^24 (_hft24lf5/h^Sl23. 123. Ill, T<&tVh/5S0, 1. 2, 254<7)V N-rtl.j6^ 
))mU-C.IPTKW;;<.lll. m. m. 3<^1^-y^3lOOftp (File Transfer 
Protocol) ^<DTi^±:^^f^^-^-f-^^^^ m30iZ.^l.fcm^^i^T-^M8a(D- 

3. 123. lll-Vh?>IPTh'u::^)^y-::^iPTh^u:^tir^mm^i^%:mM'r^.ma 
mat. EI32<DJ;5(c;fe5o 

[0088] -<^i5{;ii-S^i:(-j;«9.SSL-fe^;/^>3^;6Sffi|3t4itt;t^5/hT7_^210rtOflJffi#^ 
[0089] [|IM^J7] 

mk.it. ^2m<:MmX-^ir^mih(D:^---J>,:^iyh:7'-^210ib^WAN200izmm. 
-<^2J^--^-^5/M7->5'210(c::^|^<D^Jffi^iS^220/5S^^$tbTV ^^fT^io 

[0090] 01J^{i. ^5'Ht7-i^210l^^i^$ixfcWffi#«*(lPTKl^x^;$Si23. 123. 111. 
0/24U^a:24tVMSl23. 123. llUTmf^yViH^O, 1. 2. 254(?[>V 
))tC^bT.IPTKW;^lll. 111. 111. 3(D1^-/^3lOOftp(FUe Transfer 
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Protocol) ^<DT^±:7.t:W^^-^^r^m^. m3iZ^l.tcT^-^;^^mT—^yl'(D~^ 

123. lll-C*>SIPTKu;^)^y^^IPTKwj;^i:-t-siiig^^^ig;{,Oi-So 
[0091] MJ;5^.C^5/hr7--^^f4TW^-fe;^^J^/^~/^Oii;t,p^^^^-.J-^^ 

^<^^^i^^^^tiZ^^.SSL±-'yi^B>:dm^^^it:^^yhU-^210ff^^^^ 

o 

[0092] [^iife^JS] 

i^jg^j5^fc«6t3:^5ii*p<D^siLT. ^r(Dfiiim7!)^h^, mm^^^22o 

[0093] Aft:6<J{C{*, mm^m^220\^^ ?ii5i:4'<DSSL-feiy^>3>^fflVNTffLV>iiig^ 
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[0094] ^^^mvfz.mm^mm22o-^\^^ 't(Dmm^fittHTMh^7^^u^m^^tv 

* (ii*D^^^^) (D^^'^^yV^mmir^ (:^X2/:7^S97f)„ 

;^7^5':/S97a, S97b, S97cJlt;?S97d<^^SSr^TV\ ;^7"5/rS97dO|Hl^;6Sf|:Br 

T'*>tL«. ^oi^- t^';^^^/■?>^s/^^^J^;i-5i^ w^^tei^-fS (;^7^5.:^S97eo 

[0095] ±|E(Z):fr)fe}i. ffUV >^^^^^f|= pT-t-SJ^^;?)^^, SSL-fe>^i/3^^ffi V 

V>fc;d^ SSH (Secure SheU)f^^{Cj;5^:^/j:-fe5,i^3i^^^oTt)^V^ *^c. ^r-T 
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^-^^-^U48t>^hmm.mmm48hnmjm^th?>, ^himm^niimti^xn^- 
m(D^m^^^^^mi.tctK mu^-y<^m\^^^^tx\ x^^±m^^^\^mm:^ 
[0096] mmmi:d^h8{c^i.tifpmmm. Th^i^:^^mmm. '7T^T^^-;vmm. (t^± 
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[2] m^^l|E«(^ctJ;^igMT*fcoT. 
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[3] m^miwM(D'pmmmx*hox. 



wo 2005/101217 



38 



PCT/JP2005/007254 



[5] m^mu^^3(D\, ^irti7f)>{<i^m(D ^pmrnm-^h^x. 
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[9] m^m7mm<DTh^u::^mmmmxhox. 

[10] ^^^9^m(DTh^u:^m^mm:^(DTt^±:^^Wf^ir:5mm'9—^<XhoX^ 
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t 

[12] m^miimm(D7T^T^:i—jvmm.x-h^x. 
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[13] mK^i2^m<o'7T^T^^--/v^mr^-hox. 
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[17] ft^^l6|EmOTKV-^^m^feT*fco-r, 

[18] 7r^Tl>;i-— /V^Oi/a— ^VW^^yhr?— :J^;6i^>Ox^'ir^;/h;6Sy=^w->57^w-;^ 
[19] :7r^Tl>>^— /VV;^yhr7— tJ^;6^e><D/-?'$r.^h/6S7^— 
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^'t^mm/>'-/)^^mmy'-^^-j^m^mn\.x.mm^w'^u 

[20] m^mi9mm(DTt^±:x.mm:^mxh^x^ 

[21] m^mi8f)^^20(D\, ^'rfi7b^zfim(OT^±y^um:^mxh^x. 



wo 2005/101217 



45 



PCT/JP200S/007254 



wo 2005/101217 



46 



PCT/JP2005/007254 



[2005^9^290 (29.09.05) ®ii8$^©ga : ttlMatDOig^OIBH 10 l*|f|jE$+lfc ; 

WLi^m^a)mm 15-20 A<*p^f,tifc ; miisigcoig^oi&gB 15-22 « 
m^omw 21-28 izmm^nnmjL^^itz imomnKot&mituiitjiL. ] 

[7] sS5j^il6lE«c(75TK^:^^*feiggT'fcoi:. 
[8] lt5ftJS7|a^(^TKl^^^^^g-CfeoT, 

[9] lf*«7lB^(7)TKU:x3^*ft|gg-efeo-C. 

[10] (MIE^)t»5}t«9BEit<DTKU^^^igg'-.(^)T:^-fe::^^rrFor-t-•5^SE1^•-^■<•C 
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v^— 731— 

t 

^^Zfy^^—h^yhV—^t(Dm\t^V^0l^AN^l^^—y3L—:v^t. 

^m^^yT^T^^-j\^mWo 
[12] m-^^i\nm.(r>yr^r^yi~j\^mm.x»>r>x^ 
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[13] st^^l2lE^07T-fTl>;i~/VigeT'fco-C, 

[14] »*«ll?5^e>l3(^v^•ri^;^lMc|sm(^7T^'r•?;^— .'u^B-efeo-c, 

[15] miEmm^miBm(Dfpmmwi-ch'ox. 

[16] miEm)m^m5Bm(D'pmmmx^h^x. 
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[17] (MlE^)if5K:il6l2«c(^THV^^*^i^®-t?fco-t, 
[18] («IEm)ff5}^«17E«(^TKl/X^ifei^gT'$>oT, 

[19] (1iiE^)»*«ll|B«tC077'-rTe^;i— /Ui^B-CfcoT, 
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[20] mmk)mimi9^iSL(oyT^T^:i—?V'^m.'^h^x. 

Sir. 
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[26] (jiilP)lt*:«25ia^<^T^-fex?.^J^^jfe-CfcoT. 



2005/101217 
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^^1119^ (1) izm^<mmw 



16. 17, 18. 1 9iS:t;«2 0 UySio 
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mmm 







^220 



900 




310N/V 


Web 















390 
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[|g|2] 



221 



I . 



220 



310 



• I 



210 



3ioaig5R^;cS-9--y'C 



WAN 



LAN 



200 



300 



10 



11 



12 



WAN 



13 



LAN 



14 



,15 



16 



@2 
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[03] 









h3;k 




any 


any 


111.111.111.2 


http 




123.123.123.1 


any 


111.111.111.2 


ssh 




any 


any 


any 


any 


mm 



1^3 



[04] 













any 


111.111.111.2 


TCP 80 


192.168.100.5 


TCP 80 


123.123.123.1 


111.111.111.2 


TCP 22 


192.168.100.5 


TCP 22 



114 
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S11 
S12 
^S13 
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any 


111.111.111.2 


ssl 




any 


any 


111.111.111.2 


http 


mm 


123.123.123.1 
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